TEST PLAN Workshop to be held
Test and evaluate your plan under normal April 24, 2012

circumstances. Create different types of exer-

cises (test employees on material, do a tab- . .
. . Albemarle Commission Office
letop scenarios, etc.). Evaluate the exercises to
512 S. Church Street

[ ]
determine deficiencies that need to be cor- B u S I n e S S
rected. Remember that situations change so it Hertford, NC

is important to keep the plan updated.

10:30 am—1:00 pm

Lunch will be provided

CRITIQUE & DEBRIEF Please send RSVP to: C O nti n u ity

If your business does experience a real inci- Quin Hodges
dent, as soon after as possible, debrief those 252.426.5753 x258

°
concerned and find out what worked and what or PI n n I n
did not. Update the plan ghodges@albemarlecommission.org

BUSINESS CONTINUITY PLAN

http://cms.walsall.gov.uk/index/ Funded by
business_continuity plan_template _guide.htm Economic Development Administration
ALBEMARLE COMMISSION

/
;00

Albemarle Commission (\
Bert Banks};g);iiu:ze Director ‘ A L B E MA R L E

Hertford, NC 27944
Phone: 252.426.5753

Fax: 252.426.8482 The Sound of Proaress

E-mail: ebanks@albemarlecommission.org



http://cms.walsall.gov.uk/index/business_continuity_plan_template_guide.htm
http://cms.walsall.gov.uk/index/business_continuity_plan_template_guide.htm

Be Prepared!

Why prepare for a disaster that might not

happen? Here in eastern NC flooding, hurri- Hazards Assets at Risk Impacts
canes, Nor’ Easters, and tornados have dev- ) .

astated businesses. As recent as 2010, Hur- * Fire * People Casualties

ricane Irene wrecked havoc. What hap- * Explosion * Property including Property damage

buildings, critical
infrastructure
* Supply chain
* Systems/equipment
* Information Technology
* Business operations

* Natural hazards
* Hazardous materials

Business interruption
Loss of customers
Financial loss
Environmental

pened to those businesses that were not
prepared? |) Some never reopened; 2)
Customers deserted—business lost and 3) spill or release
Some lost data, goods and materials. * Terrorism

* Workplace violence
* Pandemic disease

contamination

While all losses are not preventable, some ) .
Loss of confidence in

are—if you have a plan. And some larger

apnuudep
Aupqeqoid
Aupqesaunp

companies are asking suppliers about their * Utility outage * Reputation of or the organization
business continuity plan. The following are Mechanical confidence in entity Fines and penalties
the steps in writing a business continuity breakdown * Regulatory and Lawsuits

plan:

GET ORGANIZED

Get organized. ldentify any regulations that
establish minimum requirements for your
business. The goal is to: |)protect anyone

Supplier failure
Cyber attack

contractual obligations
* Environment

Hazard Identification Vulnerability Assessment Impact Analysis

who comes to your place of business—

including those with disabilities.; 2)maintain

customer service by minimizing disruptions Business Impact Analysis Recovery Strategies Plan Development Testing & Exercises

to operations; 3)protect facilities, physical ¢ Develop questionnaire o Identify and document Develop plan » Develop testing,

assets, and electronic information; 4)prevent e Conduct workshop to resource requirements framework exercise and

environmental contamination; and 5)protect instruct business based on BIAs Organize recovery maintenance

your brand, image and reputation. function and process e Conduct gap analysis teams requirements

PLAN managers how to to determine gaps Develop Relocation e Conduct training for
complete the BIA L between recovery L Plans L business continuity

Gather information about the hazards o Receive completed BIA | requirements and - Write business = team

(internal and external) and assess your busi- questionnaire forms current capabilities continuity and IT e Conduct orientation

ness’s risk. Conduct a business impact anal- ¢ Review BIA o Explore recovery disaster recovery exercises

ysis. Examine ways to prevent hazards and questionnaires strategy options procedures » Conduct testing and

reduce risks. o Conduct follow-up e Select recovery Document manual document test results
interviews to validate strategies with workarounds * Update BCP to

IMPLEMENT information and fill any management approval Assemble plan; incorporate lessons

Write a plan that addresses: resources, re- information gaps ¢ Implement strategies validate; gain learned from testing

sponse, communication, business continuity, management approval and exercises

IT, employee assistance, incident manage-

ment and training.



